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Dialog - SSO Manual

For Azure Active Directory
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Step 1

Log in to https://portal.azure.com/ and go to
“Azure Active Directory” in the sidebar. The
sidebar may be folded/closed.

Step 2

Go to “App registrations” in the sidebar and
click on “New registration”
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Step 3

Create a new registration. Complete the following fields:

e Name: the application name that users will see. Enter “Dialog” here unless
the application is internally known under a different name.

o Supported account types: this is organization dependent and must be filled in
yourself.

o Redirect URI: the Dialog URLs that Azure AD allows. These are required for
the SSO handshake. Enter
“https://api.dialog.nl/api/sso/openidconnectcallback” here.

Save these changes.

!li Standaardmap - App registrations

Azure Active Directory

| D Search (Ctrl+/) _’L} -+ New registration £ Endpoints  #® Troubleshocting | < Got feedback?

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Dialog ~

Supported account types

‘Who can use this application or access this API7

@ Accounts in this organizational directory only (Standaardmap only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Micresoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web N | | https://api.dialog.nl/api/sso/openidconnectcallback ~
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Step 4

Go to the app registration for further setup. Additional Redirect URIs can be set
under “Authentication”.

Set the following uri's:
e https://api.dialog.nl/api/sso/openidconnectcallback
e https://acceptance-api.dialog.nl/api/sso/openidconnectcallback

_3 Dialog - Authentication

‘ 0 Search (Ciri+/) ‘ Lo Save >< Discard ? Try out the new experience < Got feedback?
H overvi 3

i Redirect URIs

£ Quickstart

The URIs that we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs.
Learn more about adding support for web, mobile and desktop clients =

Manage

ﬁ eranding ) Type Redirect URI

9 Authentication ‘Web https://api.dialog.nl/api/sso/cpenidconnectcallback E[
¥ Certificates & secrets ‘ Web ~ ‘ ‘ https://staging-api.dialog.nl/api/sso/openidconnectcallback ¢| ICj
£ APl permissions ‘ web {}'j ~ ‘ ‘ eg. https;//myapp.com/auth |

A Cumnra an ADI

Step 5

Go to “Branding” and set the name, logo, home page url and privacy statement url.
Save the changes.

e Dialog
e https://app.dialog.nl
e https://api.dialog.nl/privacy/privacy-declaration-en.pdf

save » Discard

Name * (0 Dialog

Logo

Upload new logo () | Select a file |
Home page URL (@ | https://app.dizlog.nl i |

Terms of Service URL(® | e.g. hitps;//myapp.com/termsafservice |

Privacy Statement URL | https://api.dialog.nl/privacy/privacy-declaration-en.pdf v |
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Stap 6

Go to “API permissions” and click on the button “Grant admin consent”. This gives
the app registration permission to access profile information of the users.

+ Add a permission  ~/ Grant admin consent for Standaardmap
API / Permissions name Type Description Admin consent req...  Status

~ Microsoft Graph (4)

openid Delegated  Sign users in e @ Granted for Standaardm,, =«»
profile Delegated  View users' basic profile 3 @ Granted for Standaardm,, =+*
User.Read Delegated  Sign in and read user profile - @ Granted for Standaardm, | ««»

Step 7/

Go to “Certificates & secrets” and create a secret.

Step 8

Collect the following information with the available information from the app
registration. Information such as the directory / tenant ID can be found on the
overview of the app registration.

Category Answer

Tenant ID

Client ID

Client secret

Domain e.g. dialog.nl / dialog-hr.nl

Step 9

Create a test account in Azure AD so that the SSO can be tested before it goes live.
Send the login details of this account together with the information from step 8 to
marco@dialog.nl. Occasionally, test accounts do not function properly because an
email claim is not sent in the identity token. Check whether the account is linked to
an exchange mailbox.

First of all, we tested whether all claims are properly sent on the acceptance server,

optionally the involved party can also test it themselves and finally it is activated on
the production server.
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